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Tém tit: Hién nay Internet of Things (loT) dang la
mot xu thé phat trién manh trén toan cau. Cdc thiét bj IoT
xudt hién phé bién va img dung vao hau hét cdc linh vue
cua doi séng, mang lai nhiéu loi ich cho xa hoi. Tuy
nhién, di kem voi do la cac nguy co bi khai thac, danh cdp
dir liéu hay bi s dung cho muc dich trai phép do nhdn
thire chira ddy dii vé van dé bao mdt. Pd cé rdt nhiéu bdi
bdo dua tin viéc tan cong vao cdac thiét bi 1oT do su thiéu
bao mdt nghiém trong. Do do viéc nghién ciru phat trién
cdc gidi phap d@é bao vé va bao mdt cdc thiét bi IoT la rat
cdn thiét. Bai bdo nay sé tdp trung vao viéc phdn tich
phdn mém doc hai dic biét phé bién trong loT la Botnet
Mirai. Bén canh viéc phén tich cdu tric, cach thire ldy lan
va tdac dong cua Botnet Mirai lén cac thiét bi IoT, bai bao
con dé xuat mot 56 giai phap nham ngan chan cac cugc
tdn céng trong twong lai.
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1. Tﬁng quan vé dé tai nghién ctu

Ngay nay Internet of Things (IoT) dang 1a mot xu thé
phat trién manh trén toan cau. Céc thiét bi IoT xuat hién
pho bién va mg dyng vao hau hét cac linh vuc cia doi
song nhu y té, néng nghiép, cong nghiép, .. Chang han,
voi mot ngoi nha théng minh, nguoi ta cod the didu chinh
nhiét do ngdi nha, bat/tit bong dén tir xa; mot chiée xe hoi
thong minh s& dua con ngudi t6i noi can dén; nhimg mg
dung théng minh s& 1én lich trinh d6 an trong ti lanh dé
dam bao luén cung cap dui cho ngudi ding. Trong nong
nghiép, tmg dung cua IoT 14 nhitng bd cam bién dat trong
1ong dét dé theo dbi nhiét d6 va cac thong sb vat 1y, hoa
hoc gitp canh tac vy mua hi¢u qua hon. Trong y té, do 1a
nhiing thiét bi theo ddi duong huyét, kiém tra huyét ap, va
phat hién hydrat hoa... ciia con nguoi. Péac biét trong tinh
hinh Covid-19 thi IoT dugc tmg dyng manh mé trong
gido duc, mang lai nhiéu lgi ich cho xa hdi. Tuy nhién, di
kém véi do 1a cac nguy co bi khai thac, danh cép dir liéu
hay bi stt dung cho muc dich trai phép do nhén thuc chua
déy du va van dé bao mat con yéu. Nam 2016, thé gidi ghi
nhan k¥ thuat tAn cong tir chéi dich vu méi st dung ma
doc Mirai dé diéu khién mot mang Botnet gém cac thiét
bi IoT tin cong vao cac cong ty 16n ciia My va Phap, véi
bang thong ky luc dén 1,5Tbps. Viét Nam 1a nude co ti 1¢
céc cudc tan cong st dung ma doc Mirai cao nhét trén thé
giéi. Ciing vao nam 2016, BKAV cong bd dén 76% cic
camera IP dat mat khau 1a mat dinh. T4n cong tu chdi
dich vu (DDoS) va cac mang may tinh Botnet dang c6 xu
hudng ting nhanh trén thé gidi ciing nhu tai Viét Nam

Abstract: Currently, Internet of Things (IoT) is a
growing trend globally. IoT devices become more popular
and applied in most areas of life, bringing many benefits
to society. However, due to insufficient awareness of
security issues, loT devices are being faced with the risk
of being exploited, stolen or used for unauthorized
purposes. There are a lot of articles reporting attacks on
10T devices because of serious lack of security. Therefore,
it is necessary for researching and developing solutions
to protect and secure 10T devices. In this paper, we focus
on analyzing the Mirai Botnet - particularly popular
malware in loT. Besides analyzing the structure,
spreading and impact of Mirai Botnet on IoT devices, we
also propose some solutions to prevent attacks in the
future.
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trong vai nam tro lai day. Dleu nay dang dat ra cho cac co
quan chuc nang yéu cau cap bach vé viéc d& ra cac giai
phap phdi hop phong chéng Botnet va DDoS tai Viét
Nam. Phuong phap tan cong mang APT tuy da xuat hién
tir 1au, nhung gan ddy méi duge nhidu chuyén gia an toan
thong tin nhac dén. Hinh thirc tAn cong nay khong chi
nhim muc dich pha hoai ma con léy trdm thong tin.
Chung sir dung két hop nhiéu k¥ thuat dé tranh sy phat
hién ctua hé théng bao vé mang nhim duy tri sy ton tai
cang lau cang t6t. Hién nay, & Viét Nam chi c6 thé phat
hién va canh bao Botnet dua trén cac bao cdo nhan duoc
trong giai doan 4, 5 (trong chu ky mot mang Botnet) tur
céc to chirc va nan nhén bi tan cong. Giai phap nay tuy co
vu diém 1 chua cin du tu 16n, chi phi van hanh thép,
nhung khong chi dong phat hién dugc sém va chi thu
duoc thong tin khi mang Botnet bat dau thuc hién tn
cong moi. Bé lam tdt cong vide boc g& Botnet thi cac co
quan, don vi can c6 su phdi hop kip thoi, phai chii dong
xdy dung cac giai phap va co ké hoach phong chdng cu
the.

Bai bao dugc trinh bay nhu sau: Phan 1 gi6i thi¢u vé
kién thirc tong quan lién quan dén ngi dung nghién clru.
Phan 2 s& trinh bay ndi dung va két qua nghién ctru gdm:
cac thanh phan cau trac va cac budc thyc hién moé phong
tAn cong bang Bonet Mirai, giai phap bao mat dé phong
tranh m3 doc Mirai. Phan cudi cung cua bai bao 1a két
luan.
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Internet

Of Things

Hinh 1: IoT img dung rong rdi trong nhiéu linh viec
2. N¢i dung va ké( qua nghién ciu
2.1. Cac thanh phan cia mang luéi Botnet Mirai

Astackermaintained along fived
enniiection te the report server ia 10R

DS wictin Bots parform DDa%astacks.

and lelnet default credential scans

Hinh 2: Thanh phan cia mang Botnet Mirai

- U: khéach hang thué mang Botnet & DDoS

- B: céc thiét bi IoT bi nhiém ma doc

- C: may chu trung gian két ndi attacker va bot

- A: attacker nguoi diéu khién mang Botnet

- R: report server nhén thong tin cac bot Brute Force
thanh cong

- V: céc thiét bi IoT mat khau mat dinh hodc yéu

- D: muc tiéu DDoS

- M: ma ddc cua Botnet Mirai

- L: cong cu dung dé 1ay nhiém (M) vao (V)
2.2. Ciu triic ciia thuw muc Botnet Mirai

M3 ngudn Botnet Mirai dugc cung cip trén trang
github:  htips.//github.com/jgamblin/Mirai-Source-Code.
Trong d6 bao gdm c6 2 phan chinh 1a CNC va BOT.
2.2.1. Thu myc CNC

- Pugc viét bang ngon nglr Go

- Tao két nbi trung gian gilra attacker va cac bot

- Quan sat va didu khién mang ludi Botnet théng qua

cac lénh tén cong cua atttacker
2.2.2. Churc nang BOT

- Puoc viét bang ngdn ngit C

- Léng nghe va thyc hién tan cong tir CNC

- Brute Force cac thiét bji IoT trong cung khu vuc
mang va giri vé Report Server (R)

- Tét cac tmg dung dang st dung SSH (22), Telnet
(23) hay HTTP (80)

- An tién trinh

Cac diem noi bat cua Botnet Mirai

- Puogc viét bang ngdn nglr C va Go nén chuong
trinh cua Botnet Mirai chay rat nhanh.

- Str dung céc tai khoan mat khau mat dinh cua nha
san xuat hoac mat khau yeu.
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Hinh 3: Mgt vai tai khodn mdt khdu dimg trong ma nguon
- Tranh cac IP ma Botnet Mirai khong tin cong

Hinh 4: Danh sach IP Mirai khéng tan céng

2.3. Pé xuit mé hinh 40 héa va cai dit Botnet Mirai
2.3.1. Mo hinh dé xuat

Mb hinh dé xuit gdm cac thanh phan sau:

- Serverl: may chu CNC

- PC1: may tinh cta attacker

- ToT: thiét bj IoT

- PC2: may tinh cua nan nhan

- VPS1: may chu report va web server chira ma doc
mirai

- VPS2: may chu mysql

m:
PC1: Attacker
19216872

12473

FCEVictm
T 1911687122
1216874

Hinh 5: M6 hinh dé xudt cai dat Botnet Mirai
2.3.2. Cdc céng cu dé xudt khi cai dat Botnet Mirai
Vi day la nghién ciu trong mdi trudng phong thi

nghiém nén chung t6i s& dé xudt mot sé phan mém va hé
diu hanh thich hop trong viéc cai dit Botnet bao gdm:

- VirtualBox
- Ubuntu
- Windows 7
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- Debian
- Sul?lime Text
2.3.3. Tién hanh cai dat

a. May chu VPS2 (MYSQL)
- Tién hanh cai dit mysql trén ubuntu
apt-get install aysql-server mysal-client -y
Hinh 6: Lénh ding dé cai dat Mysql

- Tao co s& dir liéu tén 1a “mirai”

CREATE DATA

Hinh 7: Tao csdl mirai
- Tao bang “history”
¢ AUTO_TINCREMENT ,

t(1®) unsig d
(1@) unsigned
NOT >

Hinh 8: Tao bang history
- Tao bang “users”

Hinh 9: Tao bang users

- Tao bang “whitelist”
C LE “whitelist™ (
(1®) unsigned NOT AUTO TNCREMENT,
(16) »
3) unsigned

T prefix
“netmask

)5
Hinh 10: Tao bang whitelist
- Thém 1 tai khoan admin véi tén dang nhap: “vm” va
mat khau “7”

INSERT INTO users S , ‘7"

, 0,0, 0 0 1,1, 30, ');
Hinh 11: Thém tai khodn admin
b. May chi CNC

- Tién hanh cai phidn mém Bind9 dé tao tén mién cho
may chu
root@vm-VirtualBox: /hone/vm¥ ping cnc.goodboy.com
PING cnc.goodd n(ip6-localhost (::1)) 56 data bytes
64 bytes from ip6-localhost (:
64 bytes from ipé-localhost (:
64 bytes from ip6-localhost (::1): icmp_se

Hinh 12: Két qua khi da tao tén mién thanh cong
- Tién hanh d6i tén mién cua may chu sang dinh dang
ma Bonet c6 thé hiéu

root@vn-VirtualBox:~/Mirai-Source-Code/nirai/debug# . /enc string cnc.goodboy.com

D461 x40\ x40\ x5!

X41\x40\xdF\x22

Hinh 13: Péi tén mién sang dinh dang ciia Mirai

- Thay dbi ma ngudn 6 file bot/table.c dong 18 va 21

Hinh 14: Thay d6i ma nguon vé tén mién
- Thay d6i ma ngudn ¢ file bot/resolv.c dong 84
(&addr, sizeo
addr.sin family = AF INE
addr.sin_addr.s_addr = IN
addr.sin_port = ht (

Hinh 15: Thay déi va nguon vé dia chi DNS
c. Build file debug

- Tién hanh chay file build.sh ¢ /mirai/ va xut hién
thir myc méi "debug" chira ma doc mirai

t sockaddr in));

DR (192,168,111,119);

root@un-VirtualBox:~/Mirai-Source
rootgvn-VirtualBox:~/Mirai-Source

root@vn-VirtualBox:~/Mirai-Source-Code/nirait

Hinh 16: Két qua build debug
d. Web server (apache2)
- Tién hanh cai dat apache2

Hinh 17: Lénh cai dat apache2

- Dua ma doc mirai 1én web server

Co alg rm fv

rtual -Sour

Hinh 18: Cac léenh dwa ma doc lén web server
- Kiém tra két qua

refox \Web Browser

€= (e 2 ¥ cnc.goodbov.com
Index of /
Name Last modified Size Description

[# mirai.dbg 2022-04-27 19:18 1.0M

Apaches2 4. 41 (Ubuntu) Server at enc.goodbey: com Port 80

Hinh 19: Dad co ma doc trén web server

2.3.4. Tién hanh khéi chay
- Khéi chay may chu CNC

root@vn-VirtualBox:~/Mirai-Source-Code/niral/debugk . /cnc

Mysql DB opened

Hinh 20: Khoi dong may chu CNC
- Attacker két ndi toi CNC

:~$ telnet 192.168.1.15 23
Trying 192.168.1.15...

Connected to 192.168.1.15.
Escape character is '~]'

Hinh 21: Attacker telnet toi CNC
- Attacker két ndi t6i CNC thanh cong va ding I¢nh
“botcount” dé hién thi cac Bot (IoT bi nhiem ma ddc
mirai)
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A nwbnw KYPHHBIE HarreTco
Sovm
o

nposepwvwes c4yYeTa...
succesfully hijacked connection

pDos |
DDOS | Masking connection from utmp+wtmp...
DDOS | Hiding from netstat...

DDOS | Removing all traces of LD _PRELOAD...
DDOS | Wiping env libc.poison.so.1

DDOS | Wiping env libc.poison.so.2

DDOS | Wiping env libc.poisen.so.3

DDOS | Wiping env libc.poison.so.4

DDOS | Setting up virtual terminal...
sSharing access IS prohibited!

Do NOT share your credentials!

botcount

Hinh 22: Attacker dang nhdp thanh céng vao CNC va sé
Botla 0
- Attacker liét ké cac kiéu tan cong

?

Available attack list

Hinh 23: Danh sdch cach kiéu tan cong ciia Botmet Mirai

udp ?
Comma delimited list of target prefixes
Ex: 192.168.68.1
Ex: 10.0.8.8/8
Ex: 8.8.8.8,127.8.0.0/2%

udp 192.168.119.212 7
Duration of the attack, in seconds

Hinh 24: Sir dung tin céng UDP
- Tién hanh 1ay nhiém mi doc bang cach wget

Hinh 25: Wget md doc mirai tir web server

- Cip quyén tuyét dbi va khoi dong ma doc

Hinh 26: Man hinh khi khoi dong ma doc

- Sau khi lay nhidm thanh c6ng vao hai thiét bi IoT va
attacker nhap lai 1énh “botcount” va so Bot hién tai 1a 2
1

2 Bsta Cannacted | v

Hinh 27: Attcker liét ké lai $6 lwong Bot

- Attacker tién hanh tan cong t&i IP cta Victim trong
50 giay

Hinh 28: Attacker tin céng may Victim
- Bot nhan lénh tir attacker va tién hanh tan cong
[main] Received 14 bytes
[attack] Starti
Hinh 29: Bot nhan lénh va tan cong may Victim

- Luu lwong mang cta Victim tang 1én dang ké

=

=

s Task Mansge
e Viww  Help

AU nage: 0% FTSe iy ¥ ——

Hinh 30: Luu lwong mang cua victim

Hinh 31: Luu lwong mang cua victim
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Hinh 32: Luu lwgng mang cia victim

2.4. P& xuit cac bién phap phong tranh ma d§c Mirai

Botnet Mirai rat nguy hiém véi cac thiét bi IoT vi da
s6 nguoi dung déu rat it khi thay d6i mat khéu trén cac
thiét bi thong minh cua minh. Pong thoi, bd nhé cia cac
thiét bi ToT thudng khong nhiéu nén khi bi 1ay nhiém cac
thiét bi IoT c6 thé bi chdm hodc khong thé hoat dong.
Viéc sir dung Botnet Mirai véi mot lugng 16n cac Bot 1a
cac IoT dong loat DDoS vao méay chi nan nhén s& gy ra
hién tugng cham hoac co thé sép server may nan nhan.
Do d6, chung t6i kién nghi ngudi dung nén thyc hién cac
bién phéap sau dé c6 thé bao vé thiét bi [oT:

- Thay d6i mat khiu mic dinh cta nha san xuét trén
cac thiét bi.

- Tét tit ca quyén truy cdp tir xa tir mang ngoai vao
thiét bi nhu: SSH (22), Telnet (23) va HTTP/HTTPS
(80/443) dé kiém tra.

- Xéy dung co ché dinh ky khoi dong lai va kiém tra
tinh bao mat cua thiét bi.

- Thuong xuyén cdp nhat, nang cip cic phién ban
phin mém mai nhat tir nha san xuét danh cho thiét bi.

- Khong tii cac file la va cip quyén tuyét ddi cho
chung.

3. Kétluin

Trong bai bao nay chiung t6i da gidi thi¢u co ban cac
thanh phan va cdu trac ciia Bonet Mirai. Pdng thoi trong
bai béo ciing dwa ra md hinh a0 dé thuc hién mo6 phong ky
thuat tin cong tir chdi dich vu bang cach lay nhiém ma
ddc Mirai. Duya trén két qua mo phong chung ta ciing thay
duogc sy anh hudng cua tn cong DDoS v6i ma ddc Mirai
lén thiét bi ToT. Bén canh do, chung toi ciing da dé& xuat

mot s6 mot s giai phap dé ting cudng bao mat hon cho
cac thiét bi ToT. Mirai 1a mot dang ma doc c6 nhidu diém
khac biét v6i cac dang ma doc truyén thong, do do viée
hiéu va nhén thirc diing dé bao vé cac thiét bi ToT la rat
quan trong va can thiét.
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